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• Virtual assets are digital representations of value that can be traded and transferred.

• Virtual assets include:

• Cryptocurrencies (e.g., bitcoin) - are a means of exchange, store of value, and unit of account

• Crypto commodities (e.g., Ethereum)  - are a means of exchange, store of value, and unit of account

• Utility tokens - provide access to products and services

• Security tokens - derive value from an external source, such as equity in a company

• Non-fungible tokens

• Stablecoins

Defining a Virtual Asset – The Building 
Blocks 



• Virtual Asset Clients also known as Virtual Asset 

Service Providers (VASP), which exchange, transfer, 

administer, or custodies virtual assets

• VASPs include:

• Centralized and decentralized exchanges, over-

the-counter desks

• Virtual-asset-based payment networks

• Cryptocurrency ATMs

• Custody providers and escrow services

• Issuers of crypto coins or tokens

• Wallet providers

What is a Virtual Asset Client?



• Globally the terms of legality are all over the 

map 

• The most recent FATF report highlights these 

differences and the lack of guidance that 

exists.

• There are tough questions ahead

• When will a VASP be subject to a country 

or even a different state’s laws?

• Where is the line between Banking a VASP 

and becoming one?

• Where along the chain will the regulations 

kick in?

The Regulatory Landscape of Virtual 
Assets

Source: FATF (2021), Second 12-month Review Virtual Assets and VASPs, FATF, Paris, France, www.fatf-

gafi.org/publications/fatfrecommendations/documents/second-12-month-review-virtual-assetsvasps.html



Proposed FinCEN rule – Travel Rule

• Can VASPs really comply with the travel rule?

• VASPs in general lack the infrastructure that 

traditional banks have access to i.e. the FCB 
or SWIFT Network

• Develop way to transfer key information in a 

reliable and secure way across a trusted 

network

• VASPs will need do what they do best, which 

is to innovate 

Source” FinCEN Press Release 10/23/2020, https://www.fincen.gov/news/news-releases/agencies-invite-comment-

proposed-rule-under-bank-secrecy-act 



• The AML Act of 2020 codified existing FinCEN 

guidance

• Money Transmission and monetary 

instruments no include “value that 

substitutes for currency”

• What does this mean for VASPs? 

• Register with FinCEN as an MSB

• Obtain money-transmitter licenses in states 
that require them

• Establish AML programs and file SARs

The AML Act of 2020 and the VASP 
Market

Source: FinCEN MSB Registrant , Searchhttps://www.fincen.gov/msb-registrant-search



• Understanding the business model and where they do business

• Licensing and regulation

• How much of the VASPs operations are subject to meaningful regulation

• Reputational risks

• Leverage existing due diligence processes for similar client types

• Considerations for crypto mining companies or data centers

Considerations for Onboarding and 
Maintaining VASP Relationships



• BlockFi – Several states order them to cease offering its interest-bearing account

• Coinbase was set to launch a similar product but did not after receiving a warning from the SEC

• Ripple  - Ongoing lawsuit with the SEC, awaiting on the SEC to state whether it considers NTC and ETH to 

be securities.  There answer can have far reaching implications 

• BitMEX  - Recently agreed to pay a $100m fine to CFTC and FinCEN for operating an unregulated 

derivatives exchange and, as a consequence of being unregulated, not having an adequate AML 

program in place.

Reading the tea leaves  - recent or 
current cases

Source: CFTC Press Release 8270-20, 

https://www.cftc.gov/PressRoom/PressReleases/8270-20



• You will need to be prepared to deal with your 

bankers and sales teams

• Provide guidance and help define the risk appetite

• AML shouldn't do this in a silo, bring in key 

stakeholders to discuss:

• Reputational risks

• Sanctions

• Environmental risks

• Don’t forget to leverage your existing processes, 

particularly around existing MSBs and Fintechs

Setting Expectations and establishing a 
Risk Appetite



Monitoring Systems

• Currenting monitoring systems will need some adjusting

• Given the volatility of many cryptocurrencies, more typical historical deviation rules will create a lot of 

noise

• What does that mean? It means your models will need to address this volatility

• Financial institutions may look for certain processes to be in place

• Tailored, risk-based transaction monitoring program to identify and report suspicious activity 

• Programs designed with tailored rules, scenarios or methods to expose higher risk behavior 

• Third-party vendors engaged to assist with investigations

KYC and onboarding

• For now, many VASPs will be treated as an MSB or as securities depending on the service they provide

• Although this could change in the future as new regulations are passed

• A high-risk rating seems the likely result, be prepared to do your due diligence with a focus on 
beneficial ownership

• Develop greater interconnectivity and API’s to ensure your KYC stays current and consistent

Technology Assisting to Address AML Concerns with VASPs



Key Takeaways



Q & A



Speakers and Bios



Meryl Lutsky

Opening Remarks

ACAMS Chapter Co-Chair

Follow on LinkedIn

Howard Spieler

Opening Remarks

ACAMS Chapter Co-Chair

Follow on LinkedIn

Moderator and Opening Remarks

https://www.linkedin.com/in/meryl-lutsky-3483a91b/
https://www.linkedin.com/in/howardspieler/


Drew Bach, Esq. 
Vice President - BSA Manager, The First National Bank of Long Island & ACAMS New 

York Chapter Board 

Follow on LinkedIn

As a Vice President and BSA Manager for The First National Bank of Long Island. Drew plans, organizes, and controls 

the Banks day-to-day administrative and operational BSA compliance activities. He participates in various audits, 

reviews, and examinations, and collaborates with the Bank Secrecy Act/OFAC Officer, Privacy Officer, and Chief 

Compliance Officer. Other responsibilities include oversight of the AML Program as well as training different business 

areas to foster understanding of regulatory compliance requirements. He conducts internal/external BSA and Fraud 

related investigations and reports to Management on appropriate corrective actions needed. Drew has been an 

active and certified member of ACAMS since 2010, as well as a member of the executive board of the New York 

Chapter of the Association of Certified Anti-Money Laundering Specialists. His credentials also include the American 

Bankers Association's designation of CRCM, Certified Regulatory Compliance Manager. Most recently he received his 

Juris Doctorate from Touro Law and has successfully passed the 2021 NYS Bar Exam, and admitted to the New York 

Bar in July 2021

Moderator: 

https://www.linkedin.com/in/drew-bach-esq-156a7129/


Nirvana Patel
Chief Compliance Officer & BSA Officer, Prime Trust

Follow on LinkedIn

Nirvana Patel has over 15 years of experience in financial services, encompassing payments, crypto, banking, 

markets, and private equity. Nirvana is the Chief Compliance Officer at Prime Trust and serves as the BSA Officer 

reporting to the Board of Managers. He is responsible for leading the compliance organization focused on regulatory 

compliance, risk management, and control development. Prior to his role as CCO, Nirvana was the Head of Financial 

Crimes Compliance at Prime Trust. 

Prior to Prime Trust, Nirvana worked for Citigroup, where he directed end-to-end AML compliance risk management 

for Citi’s consumer businesses and managed cross-functional initiatives to build and enhance transaction monitoring 

for its credit card businesses. Before joining Citi, Nirvana oversaw strategic operations for American Express’ Financial 

Intelligence Unit and managed teams of investigators. Nirvana started his AML career as an investigator with 

American Express.

Speaker:

https://www.linkedin.com/in/nirvanapatel/


Lauren Tinker
Senior Vice President - Global AML Compliance, Citi

Follow on LinkedIn

Risk management and compliance professional experienced with building and managing global teams to deliver 

solutions on complex projects in the financial services industry.

Extensive global AML compliance experience, especially in the areas of Know Your Customer (KYC), policy and 

procedure development, risk assessments, investigations, training, regulatory consent order/ Matters Requiring 

Attention (MRA) validation, and overall program management.

Speaker:

https://www.linkedin.com/in/lauren-riccio-tinker-73863935/


Edmund Kulakowski, Esq. 
Senior Financial Crime Consultant, Fenergo

Follow on LinkedIn

As a compliance professional in the banking industry, Ned is an attorney and Certified Anti-Money Laundering 

Specialist (CAMS). He works closely with the Bank Secrecy Act (BSA) and its relation to financial institutions (FI’s), 

including Anti-Money Laundering (AML), Counter Terrorist Financing (CTF) and legal and regulatory compliance. 

Specifically, Ned has experience in correspondent banking (CB), retail banking, Customer Due Diligence (CDD), 

Know Your Customer (KYC) and Know Your Customer’s Customer (KYCC).

Ned is adept at performing investigations in the financial crime arena. He has experience leading and managing 

people, drafting and providing training programs, presenting to staff and collaborating across a large, international 

network. Ned is regularly engaged with law enforcement personnel, governmental regulatory agencies and 

compliance departments at other financial institutions.

With prior experience as a litigation attorney, Ned represented individuals, non-profit organizations, insurance 

companies, and other corporate and governmental entities. He worked with a government authority on compliance 

with state and Federal regulations as well as performed investigations and reviewed taxation issues for trusts and 

estates. Ned covered mediations, depositions and trials.

Speaker:

https://www.linkedin.com/in/edmund-ned-kulakowski-esq-cams-54746951/
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